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@MILIEFSKY 

From the  

Publisheré  

Dear Friends,  

Reviewing current trends at Cyber Defense Magazine, as well as the broader perspective of 

Cyber Defense Media Group, we continue to see a growing interest in the implications of privacy 

concerns and artificial intelligence.  Our authors and readers both reflect a broadening of interests 

beyond the technical side of cyber security. 

At the same time, the core of our audience and editorial focus continues to be in the realm of 

CISOs and other professionals in our industry.  This presents both a challenge and an opportunity.  

In response, we have opted to take the broader approach, as reflected in the selection and 

publication of numerous articles appealing to the interests of our growing readership. 

With the rapid development of applications based on artificial intelligence, such as privacy, identity 

theft and fraud, and consumer protections, we trust that we have found a middle course with 

benefits for both our increased readership and advertisers. 

We continue to see a race between developers and regulators, private sector and government 

functions, and the hopes and fears of our society in understanding how these rapid developments 

will benefit or harm all of us. 

As publisher, itôs important to be mindful of the mission and contribution we have undertaken, to 

provide the most professional and up-to-date forum for keeping our readers informed of 

challenges and responses in todayôs cyber world.  With the support of our contributors and 

readers, we continue to pursue our role as the premier publication in cybersecurity. 

Warmest regards,  

 

 
Gary S.Miliefsky, CISSP®, fmDHS 

CEO, Cyber Defense Media Group  
Publisher, Cyber Defense Magazine  

P.S. When you share a story or an article or 

information about CDM, please use #CDM and 

@CyberDefenseMag and @Miliefsky ς it helps spread 

the word about our free resources even more quickly 

 

https://cyberdefenseawards.com/
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Welcome to CDMôs Ju ly  2023 Issue  

From the Editor -in -Chief  

As we enter the second half of the calendar year, from the Editorôs desk itôs clear that events continue to 

accelerate.  Accordingly, the challenges for cybersecurity continue to grow.  As a result, we see this 

reflected in the focus of the articles we receive and publish. 

Artificial Intelligence (AI) continues to be an area of particular interest and concern.  From worries about job 

replacement to privacy to weaponization and politicization of this rapidly-developing phenomenon, both our 

readers and contributors face daily challenges to relate to and digest the potential implications of AI. 

At the same time, the march of cyber threats and responses continues unabated in the world of 

cybersecurity professionals.  While we must address the future of AI, there is no room for anyone to become 

complacent in assuring that all the everyday measures are completed to prevent cyber breaches. 

As always, we are delighted to receive both solicited and unsolicited proposals for articles.  Please 

remember to submit all articles on the Cyber Defense Magazine writerôs kit template, which incorporates 

the major terms and conditions of publication.  We make every effort to close out acceptance of articles by 

the 15th of each month for publication in the following monthôs edition. 

Wishing you all success in your cybersecurity endeavors, 

 

 

 

Yan Ross 

Editor-in-Chief 

Cyber Defense Magazine 

 

 

About the US Editor -in -Chief  

Yan Ross, J.D., is a Cybersecurity Journalist & U.S. Editor-in-Chief 

of Cyber Defense Magazine.  He is an accredited author and 

educator and has provided editorial services for award-winning best-

selling books on a variety of topics.  He also serves as ICFE's Director 

of Special Projects, and the author of the Certified Identity Theft Risk 

Management Specialist ® XV CITRMS® course.  As an accredited 

educator for over 20 years, Yan addresses risk management in the 

areas of identity theft, privacy, and cyber security for consumers and 

organizations holding sensitive personal information.  You can reach 

him by e-mail at yan.ross@cyberdefensemagazine.com 

mailto:yan.ross@cyberdefensemagazine.com
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Before You Deploy Advanced Tech, Consider 

the Hidden Cyberthreats 
By Jennifer Varner, Director Security Solutions Sales - North America, Verizon Business  

 

 

Every year, emerging technologies come to market, offering new opportunities to connect with 

employees and customers in previously unimaginable ways. However, these advances can come 

at a price for businesses as they may unlock new avenues for hackers to exploit.  

Staying ahead of the latest technologies is paramount for todayôs technology leaders, and so is 

protecting sensitive information by understanding the latest cybersecurity threats and 

countermeasures. Adoption of new technology across the enterprise can drive incredible 

innovation but can be fraught with unknown risks, especially in todayôs complex threat 

environment. 

Cybercrime is on the rise as technology makes forays into every corner of the working world, with 

ransomware used in almost 24 percent of malware breaches over the past year, according to 

Verizonôs 2022 Data Breach Investigations Report (DBIR). Our annual report examines thousands 

of data breaches across industries, providing a detailed analysis of current cybersecurity threats 

and emerging trends. 

https://www.verizon.com/business/resources/reports/dbir/?cmp=knc:ggl:ac:wls:dpr:8888855284&utm_term=2022%20dbir&utm_medium=cpc&utm_source=google&utm_campaign=GGL_NB_Security_Exact&utm_content=DBIR2022&ds_cid=71700000082350636&ds_cid=71700000082350636&ds_cid=&gclid=Cj0KCQiAqOucBhDrARIsAPCQL1apRvtzYt_yHZZR94g4DhsGmicSzB6PYy11vKjFKK4fBajsFlB2WoIaAncuEALw_wcB&gclsrc=aw.ds
https://www.verizon.com/business/resources/reports/dbir/?cmp=knc:ggl:ac:wls:dpr:8888855284&utm_term=2022%20dbir&utm_medium=cpc&utm_source=google&utm_campaign=GGL_NB_Security_Exact&utm_content=DBIR2022&ds_cid=71700000082350636&ds_cid=71700000082350636&ds_cid=&gclid=Cj0KCQiAqOucBhDrARIsAPCQL1apRvtzYt_yHZZR94g4DhsGmicSzB6PYy11vKjFKK4fBajsFlB2WoIaAncuEALw_wcB&gclsrc=aw.ds
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Overall, the report showed 40 percent of ransomware incidents used desktop-sharing software 

and 35 percent involved email. Ransomware attacks have hit companies on two fronts: causing 

both a loss of access to their data, as well as a need to publicly report a data breach ï given the 

actors have also taken a copy of the organizationôs data. Notably, ransomware attacks are four 

times more likely to come from external threats than from inside the company, and four out of 

every five breaches are attributed to organized crime. 

Despite this fertile ground for bad actors to exploit these new technologies, the need for innovation 

never stops. To help avoid costly and potentially devastating problems down the road, here are 

several newer technologies that IT decision-makers need to understand and the ways they can 

bolster their organizations safety measures. 

 

Improving security of 5G devices  

When it comes to network deployment, the arrival of 5G wireless technologies marks a new era 

of network connectivity and ushers in what many are calling the Fourth Industrial Revolution. The 

transition from 3G and 4G to 5G is already providing dramatic increases in both bandwidth and 

upload and download speeds, together with extraordinary decreases in latency. 

But 5G-enabled applications and business processes may pose security risks if they are deployed 

without appropriate security scrutiny and oversight. For example, a poorly secured database or 

misconfigured application remains a risk even if the connection to it is significantly faster.  

Businesses eager to implement 5G-enabled technologies like Internet of Things (IoT) or 

autonomous network-connected devices to improve the customer experience or increase 

operational efficiency should consider if the firmware of these devices can be exploited. 

Unpatched device firmware is a common weak point that could lead to network incursions by 

cybercriminals. If your security program lacks a robust process to review and approve new 

technologies or devices before they are connected to the network, expect blind spots. Donôt let 

your companyôs ñattack surfaceò go unchecked in a rush to take advantage of 5G. And donôt let 

innovation outpace security oversight. 

 

Remember to lock down the blockchain  

Blockchain is a distributed database or public ledger used to record digital transactions, which are 

linked and secured using cryptography. Itôs ideal for many security applications, including 

managing digital identities, protecting the configuration of key IT systems and ensuring secure 

supply chains. 

While the transactions cannot be altered retroactively, having confidence that the machines that 

power and protect your business are configured correctly is a necessity. Unauthorized and 

undetected changes to settings in any number of blockchain systems can lead to data theft, fraud 
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and unsanctioned wire transfers ï and to greater exposure to email-based malware, viruses and 

phishing campaigns. 

A new approach to a key element of blockchain cybersecurity is called machine state integrity, or 

MSI. This technique captures concise ñstateò information and continuously monitors machines in 

an organizationôs environment to accurately identify, analyze and flag changes to those systems. 

Blockchain-inspired security solutions can have a significant positive impact on an organizationôs 

security posture, but the technology itself has a reputation for being complex and abstract. When 

a security vendor proposes a solution based on blockchain, itôs a good idea to focus on the 

measurable, practical security benefits and results of the solution. Don't get caught up in the 

details behind the tool. 

 

Smarter security for AI and ML applications  

Artificial Intelligence (AI) and Machine Learning (ML) are increasingly becoming the driving force 

behind several new advanced cybersecurity tools that Chief Information Security Officers (CISOs) 

and their teams may be advocating to adopt. For example, ML automates many facets of threat 

hunting, a critical but time-consuming security activity designed to find bad actors who have 

compromised corporate IT systems.  

Traditional threat hunting, conducted by humans, can often result in a large number of false 

positives. This ñnoiseò distracts from focusing on the real, hidden threats. ML-driven threat hunting 

systems may reduce time to detection from 200-plus days on average to just a few hours. And 

the faster a hacker can be found, the less damage they can inflict. AI-driven security solutions 

can enable organizations to accelerate and, in many cases, automate their response to cyber 

incidents. 

 

 Embrace the future with modern security  

No matter what advanced technology your organization is looking to deploy, you canôt embrace 

the future if your security architecture is stuck in the past. These innovative technologies are 

transforming organizations, helping them to increase a range of key performance indicators. 

To be successful with any new technology, itôs essential that organizations understand the risks 

and the companyôs posture so that the correct cybersecurity measures can be implemented. Itôs 

been long said that an ounce of prevention is worth a pound of cure, and thatôs especially true for 

organizations seeking to deploy advanced new technologies in todayôs sophisticated threat 

environment. 
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helping customers improve security postures and reduce risk through the 

power of Verizonôs secure network portfolio which includes Network-as-a-

Service and Private 5G technologies, Integrated and Managed Security 

Solutions, and a best-in-class Cybersecurity Consulting practice. Jennifer 

can be reached online at https://www.linkedin.com/in/jennifer-varner/ and 

at www.verizon.com/business.  

  

https://www.linkedin.com/in/jennifer-varner/
http://www.verizon.com/business
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Healthcare Under Siege  
The Critical Threat of Cloud and IoMT Vulnerabilities  

By Ty Greenhalgh, Industry Principal, Healthcare, Claroty  

 

The healthcare sector is grappling with a perfect storm of challenges: economic uncertainty, staff 

shortages, COVID-related backlogs, and scarce public funding. Now, cyberattacks are escalating 

the crisis, with threats to both finances and patient care.  

Cyberattacks targeting healthcare organisations surged by 45% last year, while the average cost 

of a breach rose by over 40% since 2020. With 2023 predictions pointing to healthcare as a prime 

target for cybercriminals, the stakes have never been higher.  

The rapid expansion of the digital landscape, particularly the Internet of Medical Things (IoMT), 

leaves healthcare networks vulnerable. Devices like remote monitoring systems and digital insulin 

pumps can unwittingly provide entry points for attackers.  

Worse still, interconnected medical systems risk widespread disruption when breached, affecting 

vital services and patient care. Ransomware attacks such as those on Medstar Washington 

Hospital and André-Mignot teaching hospital in Paris highlight this grave reality.  

https://www.cybersecurity-insiders.com/cyber-attacks-on-healthcare-sector-increased-by-45-across-the-globe/
https://www.ibm.com/reports/data-breach
https://www.google.com/search?q=Medstar+Washington+Hospital+ransomware&rlz=1C1ONGR_en-gbGB1015GB1016&sxsrf=AJOqlzVU3uvZeVbhuwqkxFs7vW5zs8zw9g:1679660022133&source=lnms&tbm=nws&sa=X&ved=2ahUKEwiTu9mXxfT9AhWJh1wKHa1TCtsQ_AUoAXoECAEQAw&biw=1920&bih=961&dpr=1
https://www.google.com/search?q=Medstar+Washington+Hospital+ransomware&rlz=1C1ONGR_en-gbGB1015GB1016&sxsrf=AJOqlzVU3uvZeVbhuwqkxFs7vW5zs8zw9g:1679660022133&source=lnms&tbm=nws&sa=X&ved=2ahUKEwiTu9mXxfT9AhWJh1wKHa1TCtsQ_AUoAXoECAEQAw&biw=1920&bih=961&dpr=1
https://www.bleepingcomputer.com/news/security/ransomware-attack-forces-french-hospital-to-transfer-patients/
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As Dr. Christian Dameff, Medical Director of Cybersecurity at UC San Diego Health, aptly puts it, 

"we are at a point where bits and bytes are meeting flesh and blood." Now, more than ever, it's 

crucial for security teams to secure healthcare's digital landscape, protecting both the industry 

and the patients it serves.  

  

The growing risk of vulner abilities in cyber -physical systems   

The convergence of cyber-physical systems and IoMT devices is transforming healthcare 

services in a positive direction, by enabling real-time monitoring and analysis of patient data, and 

creating more effective opportunities for personalised treatments. Such technologies are also 

enhancing healthcare efficiency by automating processes, reducing human error, and facilitating 

remote healthcare services. All of these factors are significantly improving healthcare accessibility 

and cost-effectiveness. 

At the same time however, this convergence is also creating a ticking time bomb of security risks. 

As medical systems become highly integrated into the cloud and remote servers, there is a 

growing risk of potential cyberattacks disrupting critical patient care facilities. The fallout from 

potential incidents like ransomware can lead to devastating consequences, including delayed 

treatments, misdiagnoses, and even loss of life. Patients, already facing the physical and 

emotional toll of their medical conditions, now find themselves as unwitting pawns in a high-stakes 

game of digital warfare.   

So whatôs leading to these increased vulnerabilities in healthcare systems? One of the major 

reasons is the use of outdated operating systems and devices, many of which are no longer 

supported by vendors with essential security updates. For example, numerous NHS GPs in the 

UK continue to rely on a decade-old version of Windows OS, leaving them exposed to unpatched 

vulnerabilities that can be exploited by malicious actors.  

Adding fuel to the fire, many healthcare institutions still depend on legacy medical devices that 

cannot support the latest software updates or security features. These vulnerabilities are 

compounded by the fact that IoMT devices often aren't developed with proactive security in mind. 

Weak default passwords, lack of encryption, and an absence of two-factor authentication are just 

a few examples of where IoMT are failing. Such failings leave the door wide open for attackers to 

access healthcare networks, compromise patient data, and hinder physicians' abilities to provide 

care.  

Moreover, there's a glaring deficiency in the regulatory landscape, with insufficient focus on 

cybersecurity. While the MHRA is responsible for conducting conformity assessments of medical 

devices, their primary concern is operational feasibility rather than cybersecurity exposure. This 

means manufacturers may not be testing devices for vulnerabilities in line with current standards.  
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 Vulnerability disclosures are significantly increasing   

Security has continued to be a significant challenge across the Extended Internet of Things 

(XIoT). This umbrella term encompasses all connected devices, from consumer gadgets to 

industrial and medical control systems. Recent research by Claroty discovered a 6% rise in 

vulnerabilities affecting XIoT devices from 2021 to 2022.    

More importantly, we have seen over 150 IoMT vulnerabilities disclosed in the past two years, 

demonstrating that medical networks are increasingly becoming an important part of vulnerability 

assessment practices.   

All of these factors point toward the fact that there is a growing awareness of XIoT security issues. 

Device manufacturers, end users, and the security industry are focusing more on finding these 

vulnerabilities and closing them before they can be exploited.    

The most positive takeaway is that vendor disclosure rates have increased unprecedentedly since 

2020. For the first time in our research, the number of vendor self-disclosures of XIoT 

vulnerabilities has   

surpassed those of third-party security companiesô research teams and independent researchers. 

This is a very positive indication that vendors are becoming more vigilant with their security 

assessment efforts, investing more effectively in cyber-physical systems security, and improving 

their product-security programs altogether.   

If vendors continue to maintain such acute vigilance going forward, security teams will be in a 

much better place to address and patch healthcare vulnerabilities before they are exploited by 

threat actors.   

Nevertheless, despite this increasing rate of disclosures, itôs important to remember that 

vulnerable devices are still pervasive. Physicality is the biggest issue when managing and 

securing these devices. Healthcare organisations can quickly lose track of their IoT assets, 

particularly in sensors where a very high volume of devices will be distributed across a site.   

Additionally, many connected devices still have design issues that make them more prone to 

vulnerabilities and more challenging to manage. For example, a device might have a complex 

user interface, making it more likely to be misconfigured and poorly secured. In other cases, a 

device might need to be physically opened up for patches and maintenance ï a big problem when 

there are hundreds of units to manage.      

Even for organisations making a concerted effort to keep their XIoT estate secure, it's very easy 

to miss a few devices. A single vulnerability is often all it takes to enable a breach.      

 

 

 

https://claroty.com/resources/reports/state-of-xiot-security-2h-2022
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  Applying proactive security to healthcare   

While the number of vulnerability discoveries has increased, the threat is being taken more 

seriously. Governmental bodies, including the UK and EU, are working on laws to regulate XIoT 

security more closely, pushing for more secure designs and faster action in addressing 

vulnerabilities.    

 As the industry continues to develop, we should naturally see a greater focus on security from 

XIoT device vendors, particularly in high-risk areas like healthcare. Developers and 

manufacturers are responsible for ensuring their products can be easily managed and supplied 

with regular updates.   

From the manufacturers, there needs to be a greater emphasis on following standard 

cybersecurity practices laid out by key regulatory bodies. Standards such as the IMDRF 

(International Medical Device Regulators Forum) guidance provides foundational security 

principles and best practices for ensuring the cybersecurity of medical devices throughout their 

total product life cycle (TPLC). Healthcare organisations should also ensure theyôre only acquiring 

products and systems that meet these regulatory principles.  

In the meantime, organisations implementing any XIoT into their operations must do their due 

diligence. This means taking the time to fully evaluate products and ensure they address security 

basics such as vulnerability patching.   

For existing XIoT implementations, critical infrastructure organisations must ensure complete 

visibility of every device connected to their network, from the smallest vital sensor to the biggest 

MRI machine or Industrial Control System (ICS). Automated asset discovery tools can help to 

identify connections and make this task more manageable. With all devices identified, it is then 

crucial to implement a regular cadence for applying security updates.    

Healthcare organisations should also consider implementing network hygiene measures that limit 

the possibility of a connected device being discovered and exploited. Among the various options 

available, network segmentation is highly effective and our research revealed it to be the most 

successful security approach in addressing critical vulnerabilities. Essentially, this involves 

dividing the network into virtual zones, making it challenging for attackers to penetrate the main 

network from a vulnerable XIoT device.  

Given the ruthless nature of cybercriminals who are willing to endanger people's lives for financial 

gain, the healthcare sector must prioritize the security of their XIoT estate, as connected devices 

often offer an easy path for attacks and a means of causing major disruption.  

 

 

 

 

https://www.fda.gov/medical-devices/cdrh-international-programs/international-medical-device-regulators-forum-imdrf
https://www.fda.gov/medical-devices/cdrh-international-programs/international-medical-device-regulators-forum-imdrf
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The Role of AI in Cybersecurity 
By Alysia Silberg, CEO, Street Global  

 

As technology increasingly connects us, people, businesses, and governments are more 

concerned with Cybersecurity than ever before. 

The development of Artificial Intelligence (AI) provides a unique opportunity for combatting digital 

threats. But it also creates new challenges. Therefore, it's essential to examine how AI intersects 

with Cybersecurity now and in the future. 

AI is a computer science branch that focuses on building machines capable of performing tasks 

that typically require human intelligence. On the other hand, Cybersecurity aims to protect digital 

systems from attacks. 

These related fields bring valuable insights to each other: AI can help detect cyber threats more 

quickly and efficiently, while Cybersecurity can train AI software using real-world data. Currently, 

AI is already being used in various ways in Cybersecurity. Some examples include automating 

threat detection and response systems or predicting network breaches based on historical 

patterns. This has resulted in more robust security infrastructures that flexibly respond to ever-

changing threats. 

However, integrating AI into existing security frameworks presents challenges, such as 

unpredictable false positives or overreliance on old data when dealing with new types of attacks. 










































































































































































































































































