SOLUTION BRIEF

Stellar Cyber SecOps Platform
for Oracle Cloud Infrastructure

Augment your security posture with the only SecOps
Platform powered by OCl and Open XDR.

Oracle Cloud Infrastructure is the first public cloud designed from the ground up to
be superior for every application. By reengineering core systems and cloud computing
designs, Oracle has introduced innovations that address common issues with existing
public clouds. Oracle accelerates the migration of enterprise workloads, provides
enhanced reliability and performance for all applications, and offers comprehensive

services for developing innovative cloud solutions.
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Public and private organizations choose OCl because of the
embedded security capabilities offered, including end-to-end
encryption, built-in security controls, and compliance with various
industry standards and regulations, ensuring comprehensive
protection for data and applications. By adopting the Stellar
Cyber SecOps Platform powered by Open XDR, organizations can
further enhance their security measures, protect critical assets,
and ensure the robustness of their cloud infrastructure.

Stellar Cyber Benefits with OCI Users
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Enhanced Threat Detection: Stellar Cyber provides
advanced threat detection capabilities, leveraging Al
and machine learning to quickly identify and respond to
sophisticated cyber threats.

Unified Security Operations: The platform offers a
unified view of security data across the on-premises
and multi-cloud environments, integrating various
security tools and sources to streamline and simplify
security operations.

Improved Incident Response: Stellar Cyber's automated
response capabilities envable faster and more effective
incident response, enhancing the overall security strategy.
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Stellar Cyber Capabilities and Technology Stack

Security Capabilities

GenAl Incident . Case
Threat Intel ) OT Security
Co-Pilot Response Framework

Threat Detection & Correlation Engine

AI/ML Modet Graph "

Data Storage

Bring Your Own Data Lake
Stellar Cyber Data Lake
(Data Sync/Cloud Storage)

Comprehensive Visibility: The platform provides
extensive visibility into the security posture of the entire
OCl environment and the rest of your on-premises

and multi-cloud attack surface, assisting in proactively
identifying and mitigating potential vulnerabilities.

Scalability and Flexibility: Stellar Cyber scales as
organizations need change, offering flexible deployment
options and supporting various security use cases.

Cost Efficiency: The platform can help optimize the
overall cost of security management by consolidating
security operations and improving efficiency.

Custom OCI Data Connector: Ingest and analyze data

from Cloudguard, Data Safe, and Identity seamlessly via
Stellar Cyber connector.

OCI Services Stack

Compute Instance
Object Store Kubernetes Engine
Block Volume
Email Delivery File System Services
DNS Service

Load Balancer

Container Register

Available in all OCI Regions, including Oracle Government Cloud
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Stellar Cyber enables security teams to protect their on-
premises and OCI| workloads without becoming experts in
every possible environment. Its prescriptive, case-based
approach to security, powered by machine learning, does the
heavy lifting for the security team, automatically detecting and
responding to threats.

With the Stellar Cyber SecOps Platform, security teams can:

+ Ingest, normalize, and enrich all your security data, including
endpoints, network, OCl data, and other telemetry, into a
single repository

- Automatically triage, deduplicate, and weed out false positive
and low-priority alerts generated by your security controls

+ Identify advanced threats using machine learning, combining
them with alerts from other sources to create auto-
prioritized cases

 Accelerate investigations by automatically crafting attack stories
in easy-to-read timelines and graphical presentations

+ Create response playbooks that can run automatically behind
the scenes or on-demand

The Stellar Cyber Open XDR Platform does not just replace your
existing security operations platform; it redefines what you should
expect from modern security solutions.

With Stellar Cyber, organizations commonly see the
following benefits:

+ 360-degree visibility reduces the risk of a damaging breach

+ A dramatic increase in security analysts’ productivity
and efficiency

+ Reduce attacker dwell time, minimizing attack impact

 Improves the ROI of your existing security stack investment

Common security use cases:
* Abnormal user access
+ Unusual resource usage

- Suspicious traffic patterns

+ Configuration changes outside norms
+ Location-based anomalies
 Lateral movement

+ Compromised credentials

First, Stellar Cyber integrates with hundreds of third-party products
and systems out of the box, making deployments fast and efficient.
If a critical product integration is missing, Stellar Cyber will develop
and deliver the needed integration at no additional cost. Once
ingested, data is normalized and analyzed by the Detection and
Correlation Engine, powered by deep machine learning. At this
stage, data begins to turn into valuable security insights. Stellar
Cyber will deduplicate redundant alerts and prioritize existing
alerts, providing the first glimpse at the organization’s risk profile.

Now that current alerts are in order, Stellar Cyber will perform
additional machine learning-driven data analysis to identify
undetected complex threats. Once identified, Stellar Cyber will

look for commonalities across the entire data set, correlating other
potentially lower-priority alerts that are part of the advanced threat,
creating high-priority investigation-ready cases. As the analyst
validates the cases, they can send response actions to any 3rd party
products and systems directly from Stellar Cyber. Additionally, the
analysts can create response playbooks that automatically run
behind the senses when certain data/criteria/situations exist.

Why Choose Stellar Cyber for Your OCI

Powered by OCl is the backbone of the Stellar Cyber Open XDR
Platform, providing many of the essential services
@ and computing resources required to deliver

value to customers. Therefore, for an existing OClI
customer, choosing Stellar Cyber as your SecOps platform gives
you the built-in features and benefits of the platform itself, plus the
added benefit of working with a vendor with first-hand experience
using OCl to power their business. In addition, coupling the Stellar
Cyber Open XDR platform with OCI's built-in security capabilities
delivers the most comprehensive multi-cloud and on-premises
security solution available today.

Stellar Cyber’s Automation-driven Security Operations Platform, including NG-SIEM and NDR and powered by Open XDR, delivers
comprehensive, unified cybersecurity without complexity. It empowers lean security teams of any skill level to successfully secure their
environments. As part of this unified platform, Stellar Cyber’s Multi-Layer AI"™ enables enterprises, MSSPs, and MSPs to reduce risk
with early and precise threat identification and remediation while slashing costs, retaining investments in existing tools, and improving
analyst productivity. This results in a 20X improvement in MTTD and an 8X improvement in MTTR. The company is based in Silicon

Valley. For more information, visit https://stellarcyber.ai.
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